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How to open your first Encrypted Message....

Before you can open secure messages, you need to set up a user account with the Bank of
America Secure Email Service.

This process will allow you to create a personal password as well a challenge question and
response that you can use to reset your password in case it has been forgotten.

Note: The file attachment includes software to decrypt the encrypted message when you enter
the password for your user account. In some cases, the included software cannot decrypt the
message. For best results, ensure current version of Java is installed and Java Script enable.
For more information, see, “How do | Install/Update Java?” in the “Configuring Your Web
Browser” section.

Step-by-Step Guide to Opening Your First Envelope

NOTE: These steps apply to first-time recipients only. After you enroll with the Bank of
America Secure Email Service, you can use your password to open envelopes from any sender.

Step One:

When you receive a Secure Email, open the message so that you see the notification message
and the securedoc.html file. Depending on the sender, the notification message may vary.

Note: Your experience will vary depending on your chosen Email program and operating system.
If using a webmail provider like Gmail, Hotmail, or Yahoo — do not attempt to open a “preview”
version of the message. For best results, download the attachment using the appropriate link and
open.

Ble Edt Yew Jooks [Message Melp @
g & .8 « X © O
Roply Reply AR Forward Prink Delote Provious Next Addresses
From: Send Secure Suppon
Date: Wednesday, March 25, 2009 12:49 PM
To: Valued business panner@anywhere com

Subject: Your Frst PostX Emad!
Attach: {8 securedoc el (106 KB)

You have recelved a securo message from Bank of America
If you have concerns about the validdy of this massage, please contact the sender drectly. Messages wil axpire aftar
90 days

Thes Message can De read ITom & CompUlar or Mobikty device 85 1

To view this secure message from a computer)
! Chck the securedoc.himl sttachment to open (downlond) the secure mesiage. For best retuits, save the file
first and open it from ved location uLng & Web browser
Furst-time reciplents need 1o registes after opening he securedoc.Mmi sttachment
3. Exiating reciplents, current password
4. Chck the Open button, If you are waable 1o open the massage, select the Open Online link

To view this secure mossage from a mobile device (e.g. smartphone, tabl
L. Forwerd thas message with the securedoc, Mtml attachment 1o mAdsSha
new email ce "9 8 hnk Lo access the secure message
First-time reciplents may need to register after opening the lnk, If you have not previously regitered, chek
the Open Dutton 10 mbate reQistr atan

JGR.CEED, You will recaive &

Additional Information

®  Frst-time recipie

advised to read the Baunent CGude

o Review the tiglo 0d Cudes
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Figure 1: Secure Email Envelope Notification Message

Step Two:

Note: For Mobile Device Recipients, See “How do | open a secure message using a mobile
device?”.

Open the securedoc.html file to view the Secure Email Envelope.

Depending on your security settings or email program you may also see the following dialog box
as shown in Figure 2 and may vary in appearance.

[' Altachmen E

Do pou want to open this file?

@ Mame:  securedoc, hkrml

Type: HTML Dacumant

Dpen ]k Cancel J

Always azk before opening this type of file

harm pour computer. 1f you do not trust the source, do not open this

@ “wihile files from the Internet can be uzeful, zome files can potentially
file. “what's the risk?

Figure 2: The SecureDoc.html Mail Attachment Security Window
Please select Open in order to display the Secure Email Envelope as shown in Figure 4.

Depending on your browser and Java version, you may receive “Do you want to run this
application?” message as shown in Figure 3.

Do you want to run this application?

Name: Cisco Envelope Tools
((_ . Publisher: Cisco Systems
=

Locations: http://applet.postx. com

https: f[nel-attach.ymail.com

This application will run with unrestricted access which may put your computer and personal
infarmation at risk. Run this application only if you trust the locations and publisher above.

g More Information

Figure 3: Do you wan to run this application? Security Window

Cancel

Click Run to continue.

Step Three:
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Click the REGISTER button on the Secure Email Envelope to enroll with the Bank of America
Secure Email service.

Bankof America %2> @)

Maip
' Frol  zamgZecum Sugpon <SacgZacum Suppon@berkotamercs come
To: Vauadbusinzes parnar@anywhara.com
Subjoct Test to GMail from PROD

To open this message, first dick the button to REGISTER]

register. After registening, come back to continue
opening the message

. @lnon?om

Figure 4: The Secure Email Envelope

Since this is the first time opening a Secure Email message, you will be taken directly to the
registration page shown in Figure 5.

Step Four:

Complete the online registration form and click the REGISTER button at the bottom of the page to
create a user account.

Note: When registering a shared email account, ensure all authorized users are informed of the
credentials for accessing the secure email and Challenge Question response used to reset the

password.
Reghtration Windows internet [sporer
s - (® reismarmubusdumera ommtsbeboonuas-sne ] B 11 Bk
G DR Yew Fgates Jook o
PR T r—— L+ L L
Bankof America >

valued pusress petnendanywhenscom
Vaived
Pamner
By
ey

VWhat 15 your mother's masden name’?

Harey Dogoesent

{ 1) 1zonPorr

@ rewre oo -

Figure 5: The Secure Email New User Registration page
After you complete the NEW USER REGISTRATION form and click Register, the following
confirmation page, Figure 6, displays. Follow instructions to exit.
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~'New User Registration = Windows Internet Explorer =
0

&~ [@m vornerse] G | [#4] [

File Edk WView Favortes Tools  Help

| 5 [@wewiper reoszarin = —

deh - |i-Page - (0F Tooks -

BankofAmerica %2>

NEW USER REGISTRATION

Thanks! You've created an IronPort Encryption
account.

To exit this page, close your browser window.

Powergs @ IRONPORT

About Copyright © 2001-2008 Cisco Systems, Inc. All rights reserved.

Done

Figure 6: The Secure Email New User Registration Confirmation page

& Internet L 100% T

Step Five:
To View the Secure Email Message:

1. Return to Secure Message Envelope displayed in your browser or return to email
message and Open the securedoc.html file attachment to view the Secure Email
Envelope as in Step One above.

2. Enter your newly created Password.

3. Click OPEN.

- 7 \
Bankof America %2> A
Halp
l From Zerclecur Suopot <Berdecun Suooontoekoamerce coms Message Security: High
To Vauad Dusingss pamer Qanywhre com
Subject Test Message Using Bank of America Secure

Messaging

T Remember me on this computer

If you expenence prodlems cpening this message, try to Open Onling

to Op

. @ IRONPORT

The decrypted message is displayed in the browser window.

You have completed your registration and opened your first Secure Email
Message!

Once registered, you can now open any Secure Email message from Bank of America
using just your password.
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After you open a Secure Email Envelope, you can click Reply to send a Secure Reply
message back to the original sender. When available, clicking ReplyAll sends a Secure
Reply message to the sender and other recipients on the original email.

Note: All Secure Emails do not provide the Reply or ReplyAll option.
How do I send a Secure Reply?

Step One:

When you receive a Secure Email, download and open the attached securedoc.html file: Enter
your password and then click OPEN.

Bankof America > (|

l From = Swcoon <oe SooconSoacxs coms
VEUd Dusiness SR er @anyw Dare Com

Test Message Using Bank of America Secure | @
Messaging

- @ IRONPORT

Step Two:

Read the message as usual, and when ready to reply — click Reply or ReplyAll
Bank of America %

Secured Message reply | Replyal

From SendSecure Sup pot=SendSecure. Support@bankofam erica. com=
To: “Valued.business partnen@anmywhere.com

Date: May 12, 2009 1:40:25 &AM GMT+00:00

Subj

Test Message Using Bank of America Secure Massaging

Arrachments: Secure Email Recipient Guide. pdf

Welcome to Bank of America Secure Messaging! Attached., you’ll find the Bank of America
Recipient Guide —which will help you get up and running quickly with email encryption. If you
hawe any guestions, please contact sendsecure.supoort@bankofamerica.com.

Secure Email Services

Global Product Delivery

Desktop and Electronic Communications
Bank of America

Fl.eplvl Replyvall [ |

& 2000-2007 Cisco Systems, Inc. All rights reserved. vI

[Done T T T T & mkemet [0 - 2

Step Three:

Compose your response in the resulting window. Add attachments using the Attachments
button if appropriate. When ready to send, click the Send button.
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= Reply to Sender -

windows Internet Enplorer

Ble Ede  wew Favorites Tools  Heip
-7 - | O~ Jweb Search < [S3 Bockmarks~ FiSettings = | ' Messenger- 52 Mad ~

=10l x|

>
£ windows Live [.-_—.--..--.- . [o] 'lJ
@_]\:} - @mw:;mum.wMa_chm;rﬂ_' 3| [ 2] JLive ch -
e A gﬁl-lam I@lertnm xI |’5}r-E - deh - - rPage - - T

mmiar] e AN, AN Sr A RATeA Rara S0

Bank of America 2>

REPLY TO SENDER Send| Reset Cancel

alued business parnan@anyw hare.c om
SendSecue Suppont =SendSecuns Suppordiinanicolametcm ComE-

Subject: IRE Test Message Using Bank of America Secure Messaging
Attachments | (rcne)

Massage:

-

Automatically BCC me on this email

r Send me a read receipt when a recipsent has cpened this email.
This cption does not guarantee a receipt will be sent; recipient email applicat

ions can someatimes block
requests.

read recsipt

Send Reset Cancel

Fowersad @ IRONPORT

aboyut Copyright © 2001-2008 Cisco Systems, Inc. All rights resarvead

[T T [ S3toalintranet

|, 1005,

U

Step Four:

Once you see the following window, your response will have been sent securely (using

encryption) back to your corresponden

7= Sccurc Roply _ Windows INternet ESpiorer

t.

Bankof America

1

MESSAGE
veur messa
To et th

(X)) IrOoNFPORT

=T
Ella  Eclt  Yaw Favorbes Toclks  Hels
- 1~ |wweb Search| - [GBookmarks- 1 Settings = | ) Messenger S mail - ==
= windowe Live [ rs = - |
e~ |G rees i sreecoreman o] | dilh || *2 || 2= | [Cve smarers [=[=|
S < 5| - | watsurvaye [ cecarerecy w | | - B3 - dwh - [rEese - @®- T
=

SENT @

Qe was

Copyright & Z001-2008 Cisco Syste

Ine. Al rights

Gare

= [ [Sd Local intransat
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How do I initiate a secure message to Bank of America?

Step One:

Point your web browser at https://securemail.bankofamerica.com/websafe (Note: Save to
Favorites). Fill in your Email Address and Password, then click Login.

RT=TE)
Fde  Edt  Wiew Higtory Bookmarks  ¥ahoo! Tools  Help
@ - > = PO neros: frsecuremail. bankor america.comywebsafef Yy - S| soow F

74'] HELp: Fvemes invertpsi . G Technecsl Requirenrsn... l

Bankof America S

s partnerf@anyehers com

Pa -]
I Rermember me on this compauter
Login
Far: sword?
5 I‘\L}IRDNPORT
About Copyright @ ZOOL-Z008 Cisco Systems, Inc. all rights reserved =
| Done | securemod.barécfamericacom | -

Step Two:

Compose your message using the Compose Message window, entering recipients, a subject, and
message body. Include attachments if appropriate. Click Send when ready, and your message

will be sent securely (using encryption).

==
0 o
EJ - dh - [ hpeoe - @ 7
t =
Bankof America %2>
COMPOSE MESSAGH send
&f cermpess
T T T
& e profie : ppand
Subject:  [[ead Adanional Felp with PostX|
=
for auscome
=1
imes blo ceint
send
Poweras Ql)muw?nnv
- Bbout Copyright © 2001-2008 Cisce Systems, Inc. All rights reserved.  [5]
[ - [«

How do I open a secure message using a Mobile Device?

Step One:
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https://securemail.bankofamerica.com/websafe

To open a secure message using a mobile device (Smartphone, Tablet) requires forwarding the

message, including the securedoc.html file, to mds@bankofamerica.com.

Step Two:

Receive and open the Reply email from mds@bankofamerica.com. Link within email is active for

eight (8) hours.

.’ 'w:m n-i m 1 of 50 ™

mds@bankofamerica.com

ANM

Server and can be accessed by clicking on the following link:

https:/securemail.bankofamerica.com/boaMds/MDSOpen.action?
mdsm12758353688&susmartydorothy?e40belisouth.net

If you have not registered:

1. Foliow the link above.
2. Click Open without entering a password to be directed to the registration page.

message.

m The message will be deleted automatically after 8 hours.

<

=

Hide

Your message has been stored in a temporary location on the IronPort Encryption Mobile Device

3. After registering, you can return to the link and enter your password to access the encrypted

Step Three:

Click on link provided in the reply email as show in Step Two to open the Mobile Device Service

For Secure Email in a browser and follow instructions.

[t AT&T LTE 10:05 AM
P M & [ | securemailbankofamerica.com/boaMds/MDS ¢
T T 1
Apple Help and Upgr... liati Mobile De... | P d.

] [ . | X Mobi... 8 » |+
4 |

Mobile Device Service For Secure Email

Password:

Forgot Password
\Open

If you have not previously registered:

1. Click Open to be redirected to the registration page.
2. After registering, return to this link and enter your password to access the encrypted message.

Note: If you are not already registered, click Open, follow instructions to access the NEW USER
REGISTRATION site. Complete registration as shown in Figure 5 and return to above page.

Step Four:

On the Mobile Device Service For Secure Email page, enter your password and click Open

button to display the Secure Message.
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mailto:mds@bankofamerica.com

Frequently Asked Questions

What is a Secure Email Envelope?

A Secure Email Envelope is a type of encrypted Email message. To ensure privacy, you should
never send sensitive information through standard Email, where it is susceptible to unauthorized
access. Secure Email Envelopes use encryption to protect sensitive Email messages so that you
can send and receive them safely across the Internet.

The Bank of America Secure Email Service delivers Secure Email Envelopes directly to the
recipient's Email inbox in any standard Email system. Then, the recipient can use a web browser
to open the envelope. No special software is required.

Why do | have to register to open a Secure Email?

Every Secure Email Envelope is password-protected. When you register, you create the
password that you use to open the Secure Email messages that you receive.

Note — When you register, you create a user account for a single Email address. If you have
multiple Email addresses, you need to register each address separately.

Which password do I enter on a Secure Email?

The first time you receive a Secure Email, you are asked to register with the Bank of America
Secure Email Service to create a user account. Use the password that you create during
registration to open all Registered Envelopes that you receive.

What happens if | forget my password?

If you forget your password:

1. Click the Forgot Password link on a Secure Email or got to,
https://securemail.bankofamerica.com/websafe/pswdForgot.action, to reset your
password.

2. Onthe FORGOT PASSWORD page, enter your email address and click Continue

Bankof America ”?

I FORGOT PASSWORD

Please enter your email address be

ow :
Email Address

Continue

3. Onthe PASSWORD CHALLENGE QUESTION page, enter the answer (not case
sensitive) to the Password Challenge Question created during registration and click
Continue

4. Onthe ENTER NEW PASSWORD page, enter the new password (between 8 and 40
letters and numbers) in New Password and Confirm Password fields and click Continue

5. PASSWORD SUCCESSFULLY UPDATED message displays

6. Your new password is now active and available to open secure messages
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https://securemail.bankofamerica.com/websafe/pswdForgot.action

Why do | see an OPEN ONLINE button instead of an OPEN button on the
envelope?

When Java is not enabled for some browsers, the OPEN ONLINE button replaces the OPEN
button. To open the secure message, enter your password and click the OPEN ONLINE button
to access the secure message.

Why can’t I open a Secure Email forwarded to me by someone else?

Only those recipients originally included in the To:, CC: or BCC: fields can open a Secure Email.

What is the securedoc.html file that is attached to the notification Email
message, and is it safe to open that file?

The attached file named securedoc.html contains the encrypted message that you have received.
It also includes the information necessary to decrypt the message after your password has been
verified.

To read the encrypted message, complete the following steps:

1. Double-click securedoc.html to download the file to your computer.

2. Select whether to open the file or save it to your hard drive. Opening the file displays the
attachment in a new browser window.

3. When you are finished reading the attached file, close the browser window.

To protect your computer from viruses, it is recommended that you install an antivirus software
program from a reputable company, and use the program to scan all Email attachments.
Download files only from known senders. If you have questions about the validity of the message,
contact the sender before opening an attachment.

What is a Personal Security Phrase?

A Personal Security Phrase helps protects you from password phishing threats. When you
register with Cisco Registered Envelope Service, you specify a short Personal Security Phrase
that is known only to you and the service. The Personal Security Phrase appears on Registered
Envelopes that you receive. The phrase appears when you click the password field. If you do not
see your Personal Security Phrase, click the link for more information.

Note — If you have not selected "Remember me on this computer," then the Personal Security
Phrase will not be displayed.

If you have received a message unexpectedly and you think the message might be fraudulent,
contact the sender before opening the attachment.

Can an outside party initiate a secure message before enrolling with
Secure Email?

No. Part of keeping Bank of America's Secure Email solution secure involves controlling who has
access to the system. The system is "closed" to the outside world, and only by being invited to
register (by someone inside Bank of America) and completing enrolliment, can you begin using
Secure Email.
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How long will my Bank of America Secure Email account remain active?

Your account will remain active for the duration that you continue to do business with Bank of
America.

How long will my message remain available for viewing?

Bank of America Secure Emails will remain available for you to decrypt for a period of 90 days. If
you require access to the encrypted content for longer than that period, you will need to locally
save the message content before the 90 days is up.

Configuring Your Web Browser

How do | stop a pop-up blocker from blocking a secure message?

To disable the pop-up blocker in Internet Explorer:

Enter your password in the Registered Envelope, and click Open.
1. After decryption, the following pop-up blocker message appears in the browser: "Pop-up
blocked. To see this pop-up or additional options, click here..."
Click the pop-up blocker message.
Click the option to temporarily allow pop-ups.
Re-enter your password in the envelope, and click Open.
A new browser window displays the content of the secure message.

arown

To disable the pop-up blocker in Firefox:

Enter your password into the Registered Envelope, and click Open.

After decryption, the following pop-up blocker message appears in the browser: "Firefox
prevented this site from opening a pop-up window. Click here for options..."

Click the pop-up blocker message.

Select the "Allow pop-ups for" option to allow pop-ups for the Secure Envelope.
Re-enter your password in the envelope, and click Open.

A new browser window displays the content of the secure message.

N

o0k w

How do | enable cookies in my web browser?

To use some features of Cisco Registered Envelope Service, including the Personal Security
Phrase, you may need to enable cookies in your web browser.

To enable cookies in Internet Explorer:

1. Onthe menu bar, select Tools > Internet Options.

2. Click the Privacy tab. Verify that the privacy level is set to medium or lower. If the privacy
level is set to custom, click the Default button and then set the privacy level to medium or
lower.

3. Click OK, and refresh the page where the Registered Envelope is displayed.

To enable cookies in Firefox:

13
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For Windows, on the menu bar, select Tools > Options. (For Macintosh, select Firefox >
Preferences.)

Click the Privacy icon.

Select the check box labeled "Accept cookies from sites."

Select the option to keep cookies until they expire.

Click OK, and refresh the page where the Registered Envelope is displayed.

arwbd

How do I Install/Update Java?

To install/update Java for Windows:

1. Goto Java.com and click Free Java Download button

2. Click Agree and Start Fee Download button

3. When the Java installation completes and for best results restart your browser (close all
browser windows and re-open) to enable the Java installation.

To install/update Java for All Operating Systems:

1. Goto Java.com and select Operating System
2. Click Instructions link for more information

How do | enable JavaScript in my web browser?

To get the richest user experience, you may want to enable JavaScript in your web browser.
To enable JavaScript in Internet Explorer:

3. Onthe menu bar, select Tools > Internet Options.

4. Click the Security tab. Changing the security level to medium or lower enables
JavaScript. To enable JavaScript without changing other security settings, click the
Custom Level button. Under Scripting, select the Enable option for Active Scripting.

5. Click OK, and refresh the page where the Registered Envelope is displayed.

To enable JavaScript in Firefox:

1. For Windows, on the menu bar, select Tools > Options. (For Macintosh, select Firefox >
Preferences.)

2. Click the Content icon.

3. Select the Enable JavaScript check box.

4. Click OK, and refresh the page where the Registered Envelope is displayed.

How do | enable Java in my browser?

To open messages that have attachments, you may need to enable Java in your web browser.
To enable Java in Internet Explorer:

On the menu bar, select Tools > Internet Options.
1. Click the Security tab. Changing the security level to medium or lower enables Java. To
enable Java without changing other security settings, click the Custom Level button.
Under Scripting, select the Enable option for scripting of Java applets.
2. Click the Advanced tab, and search for the Java (Sun) section.
3. Ifthe section called Java (Sun) exists, verify that the Use Java check box is selected.
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4. |If the section called Java (Sun) does not exist, download and install Sun Java on your
computer. Then verify that the Use Java check box is selected in the Advanced options.

5. Click OK, and close all Internet Explorer windows.

6. Restart the web browser to implement your changes.

To enable Java in Firefox:

=

For Windows, on the menu bar, select Tools menu > Options. (For Macintosh, select
Firefox > Preferences.)

Click the Content icon.

Select the Enable Java check box.

Click OK, and close all Firefox windows.

Restart the web browser to implement your changes.

arwn

Troubleshooting

What should I do after opening the securedoc.html file displays “Reasons
you may be seeing this text:” message and the Password field or OPEN
field is not available?

1. Contact your technical support team to confirm your company’s spam filter and/or anti-
virus software is not “stripping” HTML code associated with secure emails. Your
technical support team may need to contact the Spam and/or Anti-virus software
company for assistance.

2. If the spam filter and/or anti-virus software is not “stripping” HTML code associated with
secure emails, forward the original secure message, including the securedoc.html file, to
mds@bankofamerica.com and follow instructions provided.

What should I do if the Registered Envelope is not properly displayed
when | open the securedoc.html file? For example, file contains garbage
text or HTML markup (such as <!-- or -->), or the OPEN button is missing
from the envelope?

If you have a problem viewing the Registered Envelope after opening the securedoc.html file:
1. Forward the message, including the securedoc.html file, to mds@bankofamerica.com
and follow instructions provided.
2. Contact Customer Support and a support representative will contact you and work to
resolve the issue.

How to open a Secure Message using Microsoft Outlook Web Access
(OWA)?

To open a secure message using Outlook Web Access (OWA), forwarding the message,
including the securedoc.html file, to mds@bankofamerica.com and follow instructions provided.

For more information how to enable the server side administrative option to disable the
HTML/XML filter, contact Microsoft Customer Service and Support at
http://support.microsoft.com/kb/295539.
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Error Message: '"To open this message, your account must first be
activated."

Troubleshooting tip: Check your inbox for an activation Email message. Note that the activation
message may have been caught by a spam filter or sent to a junk Email folder.

Error Message: ""Incorrect password. Please try again.""

Troubleshooting tip #1: The password you entered does not match the password for your Bank of
America Secure Email Service account. Note that passwords are case-sensitive. Verify that you
did not accidentally press the Caps Lock key before entering the password. If you forgot your
password, click the Forgot Password link on the envelope.

Troubleshooting tip #2: If the password you entered is correct, click the Open Online link.

Error Message: "UNKNOWN COMMAND" during registration.

Receiving the UNKNOWN COMMAND during registration is due to the connection has been
broken during the registration process. Return to the Registration page and try again.

Error Message: "'System Unavailable™.

If you receive System Unavailable error message:

1. Ensure you have the current version of Java installed and enabled.

2. Ifyou are unable to open the Help link,
https://securemail.bankofamerica.com/websafe/help?topic=Envelope, contact your local
IT support to ensure your firewall is not blocking access to secure messages from Bank
of America. Our Customer Support Team is available to work with your local IT support
contact.

3. Ifyou are able to access the Help link:
o Left Click on Start — All Programs — Accessories — System Tools — Internet Explorer —

No Addons.

e Click on the File Tab — Open — Browse — Select Desktop — Select the securedoc.html
— Open.

e Click on Ok

e Type the password in and click on Open online link.

Tips for Opening Envelopes

If you cannot open an envelope because your name does not appear in the To field, see
"Opening Envelopes When You Are a BCC Recipient.”

If you encounter other issues when opening a Secure Email Envelope (and the preceding error
messages do not apply), complete the following troubleshooting steps:

1. Enter your password, and try using the Open Online feature.

2. Instead of opening a Secure Email Envelope directly, you can use the Open Online
feature. To open a Registered Envelope online, enter your password and click on the
Open Online link in the lower right corner. When you use the Open Online feature, you
send the message back to the Bank of America Secure Email Service for decryption
rather than decrypting it locally. You may need to use the Open Online feature if browser
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settings or Email system restrictions prevent you from opening a Registered Envelope.
Opening an envelope online is slower than decrypting it locally.

Opening Envelopes When You Are a BCC Recipient

If you are a BCC recipient of a Secure Email Envelope, your Email address is not listed in the To
field.

To open the envelope, complete the following steps:

1. Click the option labeled "Select a different address."
2. Inthe drop-down list, select "Address not listed."
3. Enter your address manually.

If you are not a registered user with the Bank of America Secure Email Service, you are
redirected to a page where you can register with the service. For more information, see "Why do |
have to reqgister to open a Registered Envelope?"”

Contacting Customer Support

External Website to Secure Messaging lronPort/PostX Recipient Guides, Support Phone
Numbers and Hour of Operations

http://securemsg.bankofamerica.com/

Contacting Customer Support by Email

SendSecure.Support@bankofamerica.com
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